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ABSTRACT

With the rapid increase in global annual consumption of fluid cow milk worldwide, serious problems including food
fraud, illegal production, foodborne illness, and food recalls have kept being critical, through great efforts have been
made for dealing with those food safety problems. Blockchain technology, because of Bitcoin, is becoming a
popular Front-age technology in finance, business, logistics, insurance, and many other fields. This paper uses
blockchain technology to redesign a new Dairy Logistic Supply System. Decentralized, Security and Eco-society,
these three unique advantages can provide an eco-system have completely solved the problems of traditional or
central dairy supply systems. The new system guarantees to provide customers with fresh and safe dairy products at
fair prices. Consensus and real-time transaction data and information will be stored in local blockchain adapted on
the Ethereum platform and shared among involved participants. The Internet of things (loT) lowers labor and
decreases errors. The most important attribute is its smart contract with a crowdfunding function, which can provide
customers a brand-new market platform that is collectively owned by all the participants who can observe the entire
state of the market at any time. Our research offers a viable option to solve food safety problems in a decentralized,
security, immutability, transparency manner.
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1. INTRODUCTION

Due to the Bitcoin, the blockchain technology, has been known by the public since 2008. Compared with traditional
networks, Blockchain is a distributed peer-to-peer network, each node can directly interact with other nodes without
a trusted third party involved (Nakamoto, 2008; Duan et al., 2020). Its applications have been successfully
introduced into the logistics supply system, voting mechanism, medical area, and financial market (Duan et al., 2020;
Yiannas, 2018; Vadgama, et al., 2021). A blockchain-based ledger is elucidated as “a decentralized, security, and
eco-society ledger used to permanently keep the digital records of transactions”.

Unlike other traditional transactions that need to be processed and verified by central architectures or trusted third
parties, decentralization can minimize intermediate waiting time and operating costs. Using the blockchain-based
ledger, all users can more efficiently communicate with the other participants within the network, which speeds up
the process of transactions. Information asymmetry and information fraud is the major reason to delay the
transaction flow, to break trust among collaborations, to increase consuming time of products recall, and to hurt
customers’ confidence (Nakamoto, 2008; Duan et al., 2020; Yiannas, 2018; Wan, Huang et al., 2020; Casino et al.,
2019). To avoid these issues, information sharing is regarded as one practical approach. A decentralized
environment makes fair and transparent information sharing become possible. All users have the equal power to
make decisions and the equal right to access all information and transactions shared among the network anytime
(Duan et al., 2020; Rejeb et al., 2020). Decentralization promotes more accurate, timely information sharing,
removes information inequality and builds up more trust.

In addition to information sharing, blockchain technology also ensures the originality and authenticity of all
recorded information (Duan et al., 2020). With cryptographic hash algorithms, any data will be written onto a
special hash and be stored in the blockchain. If any values, for example to add one space or delete one comma, got
altered, the whole hash value would be totally different. Therefore, it’s easy for every participant to detect the
altered behaviors even one single point of failure (Duan et al., 2020; Yiannas, 2018). Hacking behaviors can only
happen when at least 51% of users are replaced, which leads to one complicated blockchain network with a large
number of users is very safe (Nakamoto, 2008; Duan et al., 2020).
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In blockchain’s decentralized network, any exchange of information, every single transaction needs to be verified by
the rest of the users and then stored in one block permanently (Duan et al., 2020; Wan et al., 2020; Rejeb et al.,
2020). Each user has a full copy of all transaction data that fed into the blockchain network, all transactions and data
information are shared equality to each user, meanwhile, each user has the responsibility to remain the information
secure and unchanged (Yiannas, 2018; Casino et al., 2018). This consensus and distributed data storage are able to
prevent the usual problems in a centralized network including fraud or alteration, and more eliminate the risk of the
whole centralized system failed if one single point breakdowns (Gandhi et al., 2021). Each new block is related to a
prior block, the rest blocks will be broken down due to one block failed. All users can quickly and easily notice the
breakdowns from the data tampering or hack behaviors. The consensus and distributed data storage guarantee
transparency and immutability of information sharing to all participants within the blockchain network, which
makes it more secure and has a lower probability of being hacked.

Smart contract is an account governed by code and stored on a blockchain that runs when predetermined conditions
and service terms are fulfilled (Duan et al., 2020; Wan et al., 2020; IBM, 2021; Ashari, 2020). Smart contract wipes
out the need for a centralized organization or trusted third party, the code will self-execute to manage, verify and
store the real-time information, and more the code allows automatically flow of work and provoke the next action
when the conditions are met (Wan et al., 2020; IBM, 2021; Ashari, 2020). All participants do not need to pay for the
extra fee and time for any intermediary intervention. The transactions data, account balance, and capital flow stored
in smart contract is transparent and visible to all participants, like theft, fraud and tampering these behaviors have no
possibility to happen since smart contracts based on the agreement of all partners. The implement of smart contract
can significantly speed up the transaction, reduce unnecessary cost, protect the benefit of a wild range of
stakeholders, and build more trust among the participants and ecosystems (Duan et al., 2020; Yiannas, 2018).

Crowdfunding provides a practical and fast method to collect cash for innovative project ideas and emergency
assistance (Ashari, 2020; Alexandria, 2021). The past 2020 has caused a lot of challenging economic times
worldwide due to Covid-19 plague, many organizations like Oxford, European Institute of Innovation and
Technology (EIT) were raising funding to help local governments to deal with economic and medical problems. In
general, a trusted intermediary is needed to manage the planning, broadcasting, raising funds, running project,
tracking funds and other complete actions. However, crowdfunding supported with smart contract can eliminate the
waiting time and extra charge fee from the intermediary. Crowdfunding can be automatically delivered to start the
project when the money meets the unchanged protocol and rules including necessary financial requirements and
other prerequisites. Every donates can track the capital flow, funding balance and process of the projects on a
consensus, transparency, and shared data information (Alexandria, 2021). Autonomy and self-execute properties
reduce the intermedia charge and energy resources wastes, lead to a rapid activation, information sharing achieving
a trust relationship among trustless individuals.

Internet of things, or 10T, is an intelligent, reliable, and high-speed information collecting and sharing network that
connects billions of physical devices including RFID (Radio-Frequency ldentification), Barcode, GPS (Global
Positioning system), WSN (Wireless sensor network), etc. (Duan et al., 2020; Ranger, 2021). Blockchain system
linked with 10T technology can enhance security and accuracy of automatically captured real-time information
which improves transaction efficiency information transparency, supply chain traceability, enable the rapid
identification of the products origination, movement and qualities (Duan et al., 2020; Wan et al., 2020; Rejeb et al.,
2020).

Blockchain is a multilateral resource value model that serves the electronic ecology which including all those
functions. Immediate recalling action and reduction of consumers’ concerns will reduce food loss and waste
globally. A safe, adequate food, trust, healthy and eco society is every human being’s desire. No single company,
regardless of size, can achieve all of these features alone. Blockchain provides a fair, visibility, trust, eco-society for
all human beings. Everyone can work together to minimize duplication efforts, unnecessary cost, processing time,
and to promote more effective and interoperable solutions for a better life, a better world, and better earth.

The purpose of this research is to develop an eco-system using blockchain technology to improve dairy food and
other food safety. It is decentralized, efficient, traceable, versatile, practical. The running of smart contracts supports
a more trust, and efficient high-quality dairy supply system. The implement of crowdfunding function provides
customers more choice and right to direct the customization and diversify dairy market. Equal and transparent
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information sharing enhances the trust among all participants. More visible and authentic tracking data will
eliminate the fear of customers and build up their confidence in dairy and other food products.

We set up the following four specific aims:
I Decentralized and Consensus data storage.
Il. Real-time and Efficient traceability.
I1. All information is open to customers
IV.  Safer dairy logistics supply chain

Successful completion of these specific aims was expected to establish a framework for a practical solution to solve
the current dairy food safety problems including illegal production, fraud milk, food illness and food recall.

2. CURRENT DAIRY FOOD SYSTEM

Food is essential to support the function, growth, and development of the human body, hence, to ensure food safety
is to ensure the basic human right (Fung et al., 2018)). A rapidly increasing and complex global food supply system
starts from origins to consumers is coming with a series of continuous and daunting challenges in the form of food
fraud, illegal production, foodborne illness, and food recall (dlesBlockchain, 2021). World Health Organization
stated that. Microbial agents, chemicals, and other contaminations are the major hazards in unsafe food, which can
cause over 200 diseases like diarrhea, cramps, typhoid, etc. (Duan et al., 2020; Fung et al., 2021; Food Safety, 2021).
Every year, there were 600 million people fall ill after eating contaminated food in the world, over 420,000 people
included 125,000 children die annually due to foodborne diseases (Food Safety, 2021).

Dairy Food safety problems

Milk, a highly nutritious food, contains proteins, vitamins, minerals, carbohydrates, and other various essential
components (Tan, 2020). Around the world, over 6 billion people are consuming it and its products, 150 million
households are engaged in milk production (Dairy production and products: Processing, 2021). However, milk is
required to be handled carefully because it's an excellent medium for the growth of microorganisms. Short shelf-life
and greater perishability make the current dairy food supply system face more safety problems and challenges
during processing, handling, and transportation (Kamath, 2018; Dairy production and products: Processing, 2021).
Milk-related scandals have not waned from this earth. In 2005, contaminated baby milk resulted in 146 children’s
illnesses in France (Hamaide, 2021). In 2008, fraud milk caused over 300,000 victims included 54,000 babies in
China (Chinese milk scandal, 2021). In 2013, Fonterra, a global dairy nutrition company, recalled 1000 tons of
contaminated whey and related products across 7 countries (Fonterra recall, 2021). In 2019, Walmart, an American
multinational retail company, recalled 23,388 containers contaminated infant formula globally (Levenson, 2021).

The slow and complicated transaction information track system suffered from identifying and verify the origin of
dairy products and transport information by shifting from hundreds or even thousands of documents (Yiannas, 2018;
Dujak, Sajter, 2019). Complex and diverse dairy food process-range from pasteurization to product labeling, and
globalization markets make tracking more difficult (Duan et al., 2020). The increase of scandals of dairy food and
the lack of information sharing has hurt customer’s confidence in the products they got from the different retails.
Recalls and customers’ concerns of contaminated dairy products have brought about 29 million tons of dairy
products were lost or wasted in Europe, $27 billion in dairy products waste in the United States (Food loss and waste
facts, 2021).

All these serious food safety problems have already impacted customers’ trust, company’s brand, human health,
social economy, and our ecosystem. There is a pressing need for the development of an efficient and traceability
food supply system.

Current solutions for food safety problems

The global food traceability market size was valued at $14 billion by 2019 and is expected to reach $22.274 billion

by 2025 (Fung et al., 2021). Most of the research and related work efforts over the past several decades focused on
three approaches to achieve a better food supply system.
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Traditional food supply system

In a traditional food supply system, all transaction data is stored disparately. Figure 1 shown that product
information visibility is only one step ahead and one step behind (Yiannas, 2018), each stakeholder in this supply
system must work with the next one in the system to identify the provenance of the product. Traditionally, the
transaction information is largely stored on paper or digital methods (Duan et al., 2020; Yiannas, 2018). Each
participant in this system cannot communicate efficiently with others due to the disparate and multiples transaction
information. During a foodborne outbreak, one by one checking from hundreds or even thousands of documents will
heavily extend the time for identifying the problems (Yiannas, 2018). And customers who want to purchase this
product only get the information from the product package, the information that the producers want to tell you.
Because of this pathetic traceability capability, Walmart, famous American multinational retail company, still
needed to spend at least 6 days, 18hours, 14 mins to track the original grower of a package of sliced mango a few
years ago (Yiannas, 2018; Kamath, 2018).
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Figure 1: Traditional dairy food supply system

Centralized Service System

A lot of modern companies like Sysco, Blue Apron, Hello Fresh, are utilizing the centralized service system. A
centralized supply chain must follow the central power’s governance rules and mechanism (Rejeb et al., 2020), all
transaction information must be depended on the central organization to collect, check, maintain (Duan et al., 2020).
For example, Blue Apron, one new meal’s ingredients delivery service company, will provide customers the
different recipes based on the seasonal food every week. Blue Apron will buy all ingredients in the recipes from
their trusted local grocery stores, and then deliver them to the customers on time after repacking (Figure 2). Each
meal service has a higher price-range from $7.49 to $9.99 for each customer (Blue Apron, 2021). All the transaction
data, ingredient’s quality, customers’ account information is stored and controlled by the ‘Blue Apron’, this central
power. The customers have only shared the limited information provided from Blue Apron’s website and the
ingredients’ package. For a centralized service system, inequality power enhances the more limited information
sharing, all sensitive transaction information and customers’ privacy would be at risk if the central organization got
hacked.
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Figure 2: Blue Apron service system

Food supply system with IBM Hyperledger

In 2016, Walmart began to cooperate with IBM, the newly introduced Hyperledger technology has provided an
efficient and secure digital tracking system for Walmart (Figure 3). With this new tracking system, the time needed
to trace mangoes’ provenance from 7 days dropped to 2.2 seconds (Duan et al., 2020; Yiannas,2018; Kamath, 2018).
Walmart controls the whole supply data on the network and has the power to determine the sharing of data elements.
Nowadays, customers will not only be satisfied with purchasing the food to feed their stomach, but customers will
wonder whether the products they purchased have as same quality, safety, and nutrition as described. According to
current market situation, customers obviously still do not have enough confidence in Walmart’s new Hyperledger
technology because of limited information sharing.
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Figure 3: Walmart track mangoes system with IBM Hyperledger

For the current existed supply system, disparate and complicated one by one traditional inefficient tracking system
could not provide immediate and accurate gangrened tracking information, it’s not practical to ensure the food
especially the fresh argi products and dairy food safety. Although a centralized service system can query transaction
information in time and make better and quick responses for foodborne problems compared with the traditional ones,
inequality information sharing will provide the chances for fraud and other immoral behaviors. A centralized system
may put all transaction data and customers’ privacy information at risk if the system got hacked. Walmart’s mango
tracking system with Hyperledger provided product visibility from farm to store, the database stored in the
blockchain is authentic and efficient for major participants, especially for Walmart. However, the limited
information shared with customers is still a challenger to solve customers’ fear of food safety problems.
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3. RESEARCH DESIGN

We design a brand-new dairy supply system which will provide customers with fresh, organic dairy products at fair
prices. It is decentralized and the data is open to everyone in a real-time.

3.1 Create customize dairy supply chain

Smart contract is the future of crowdfunding. For traditional crowdfunding, contributors must pay for the
intermediary fee and processing time, and worse, contributors do not know that whether the inventors put their
money into some actual and feasible activities. The possibility of fraud issues will increase contributors’ fear.
However, contributing the money to a crowdfunding campaign supported by smart contract is secured and only after
the campaign is successful (so when the agreement meets the predetermined conditions) the funds are given to the
creators for concept realization. In case the concept fails to meet its objective-the funds will be automatically given
back to the contributors immediately without third-party’s time waste and extra money charged.

This new crowdfunding idea supports a more customize, diversify high-quality dairy supply system. For example,
building up a new dairy supply chain needs a lot of money and not every enterprise wants to take this risk. But a
crowdfunding application enables that more mid-class families living in Arlington, VA (a second headquarter of
Amazon) donate a small amount of money to make a new organic goat milk supply chain become successful.
Enterprises will be so willing to provide their sources to build up this new diary supply chain after they see so huge
customers’ demand and especially enough funding support. +We believe that customers will be the future’s major
productivity leaders.

3.2 Record dairy logistics supply data

Blockchain technology works with 10T will make all the participants can easily track whether the store temperature
meets the required store temperature and date conditions during the whole supply chain. Like the process shown in
Figure 4, milk must be finished transporting, checking, processing, and going to the store after milking at below 40
Fahrenheit within 48 hours. To make the dairy food reliable and safer, the real-time data will get recorded when
sensors scanning with FRID on the milk cooling tanks, milk transport trucks, QR code and expiration date on the
products package. Each block contains a Unix timestamp which will make global participants involved in this
system can check and get the actual timestamp. The decentralized attribute allows each one involving the system to
enter and attach the necessary information and certifications. Real-time and efficient track and trace capability
makes recalling action become more effective and improves dairy food safety.

. RFID, QR code, sensors and GPS systems ensure dairy products supply system
under safe conditions ﬁ
’
@ == .-~ .% > ’
~ & i /,
& o :
-- - - TR CE —)(\,. N g

-

@_ - i - 8» i Y
I

Farm Transportation Processor Distribution Retail

P
Blockchain N E_.__\
Record El

Figure 4: Record dairy logistics supply data using Blockchain

This proposed idea will be adapted to the Ethereum platform. The token wallet, MetaMask, makes participants
worldwide make instant, easy payments with Ether is possible. A decentralized application was built with the
Next.JS framework allows each participant can enter and attach some necessary information and certifications like
farm needs to provide an FDA Dairy farm inspection report, dairy transportation company needs to provide FDA-
approved inhibition test result and certificate of shippers. At the same time, 10T will record milking, transporting,
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processing, distributing participants’ transportation data for each participant and finally be stored into the Ganache
local blockchain (Figure 5). All predetermined conditions including special service requirements, payment details
and other agreements needed to be written into Smart contract (Figure 6).

Farm Transportation Processor Distribution Retail
1. Milking date & time | 10. Shipment date 17.Delivered date & time 28. Receive date 35, Receive date
2. FDA Dairy farm &time 18.CertAiﬁcate of manufacturer & til’!‘le ) & time
inspection report 11. Certificate of  19. Delivered milk amount  29.Distributer 36.Store name &
3. Farm’s name & address shipper 20. Manufacturer’s name and name & address address
4. Barn # 12. Service product address 30.Package # 37. Package
5. Milking machine # code 21. Pasteurization 31.Temperature barcode
6. Milking amount 13. Truck license  22. Temperature 32. Package 38. Expire date
7. Cooling storage tank # 14. Plant BTU # 23. FIPS code barcode- 39. Package #
8. Temperature 15. Temperature  24. Package name 33. E’an:e date  40.Temperature
9. Certificate of veterinary 16. FDA-approved 25. Package barcode 34. Distribute
inhibition test result 26. Expire date data & time
27. Package # .

; H
Blockchain T_ﬁ
Record = =

Figure 5: Transaction data for different participants
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Figure 6: Predetermined conditions for different participants

3.3 Local Blockchain Network

Unlike Bitcoin, this dairy logistics supply system will be going to use a local blockchain, Ganache, instead of a
public test one for the development purpose. This dairy supply system is more economic and environment friendly
because less CPU space and electricity running is needed. All participants involved in this system have the same
responsibility to check and maintain the data and transaction due to this system is governed by them rather than the
single entity.

3.4 All information is open to Customers

As an import role in the food supply system, customers have the right to know whether the food they purchased is
still in good quality, matches the products’ description, meets the food safety requirements, or an organic food. After
scanning the QR code and entering the expiry date on the product's package, customers can access the permission
part of the blockchain record with a special App. More visible and authentic tracking data and information can
reduce customers’ fear to some extent. Reduction of the total food wasted in the world will contribute to the less
squandering of resources including water, land, energy, labor, and capital.
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4. RESULTS
4.1 Records of Dairy Logistics Data

Code in Smart contract will determine how this contract behaviors, how it handles the money. Set up different Smart
contract according to each participant’s special service conditions, payment details and agreements.

Smart contract for each participant

As shown from Figure 7 to Figure 11, we set up different smart contract to achieve different functions for each
participant.

Farm Contract

N —
[ veriabtes | Functions

manat \dros: address of the person who is managing and creating the cnnsuuclm function that recard the manager's account address, his working
ger ad = record e 1ame, the farm address and some inspection certification_id
farm_name soing 1 s of . manager b working i Gatlod by h manager i proguce record s snaring It he &yetar wih
createnocord oguco o
addresa string the address of this farm orderinfor [Called by the manager to enter the processor's order information into system
cantification_ld string FDA inspacticn eactifieation id Called when each department's checker needs o register to check whether
e rocors fomabton 4 Sorect ans ke tne e and ApErOve
dspariment_name sering i dspatment o e chackar b respansile wiin
Gallad by the regisirad checkera to approve a record
work_id string. the id to identity the checker
Called by ths manager and finaiza resord
ehackersCount uint e b oftotal vegitered cheskers
Calag by tho manaer, e chacking1h racord matchas th crdr, h vl
fnalizoorder
o |1t sarsaes o vany e 0503 natin e ordr s cass e cumeresanding o Souble
= Galled by e marager o anter o processors order Infermation s e
Jr—
records Record[] List of produce records that are created with 10T system
(Called by the manager. after getting the successful delivery information, the
orders ordert ne it of th ordor the farm oot Tranagor it tkesd the smpping an s he moey v e snpper
ahippings Shppingll | the it of the shipping Information the manager craated setsummay Oy view lhe rumiber et arders recerds, manager addross and other
Record struct Order struct Shipping struct
temperature wint the temperature of operation order_company string the name of processar shipping product string the product name needs to be shipped
milking_date string the date to milk ‘order_product string the name of the product name shipping_addrese string the name of shipping company
product_name | string | tho tarm may produce milk, goat mik ordor_amount | uint | e product amountof product | | shipping_amount |  int | the total amount needs o be shipped
mitking_smount | uint the amount ofmilk products total_payment | uint | e toal payment for this crder shipping_date | sming | the date of roduots aro shipped
barn_number | strieg e place ot cow sty axpoct deliary_date | string | tha dato s axpactad 1o deivery | [expoct doiivery_date | uint | " dale o produets shoud be delivered
cowe.td sring | 1o AFID on cow. 1 heps o rack iho hnaih complete bool | Whether thie order s fshed ahipping.fes wint 1o shipping o
cooling.tank | string o Gooing tark o sore th ik roclpont | adarasa | " ShPPINg comeany wno wdlgot o
compiess boot Whethr s recerd s don complots bool Whainer e snippingis done
approvals | mapping | track which chockor has approve the ordor
spprovaiCount | wimt | rack the number of approval checkers

Figure 7: The variables and functions for Farm Smart Contract

Transportation Contract
_ Transport struct
manager address address of the parson who ts managing and creating the temperature uint the temperature of operation
shipper_name string the transportation of this Manager is working at shipping date | string e date 1o start ranaport
shipper_sddress. string he addnes of thi tarm delivery_data string | the date to successful delivery 10 processar
certification_id string certification of shipper anipping product |  atring 1he name of the product to ranaport
checker_position string which position this checker is responsible anipping_amount | uint [rr————
ohecker_id string ihe chockar's warking id driver_id string the warking id of the truck driver
checkars mepping st of addreases for avery warker who s reglstered to be a truck_license string the license of transport truck
checkersGount uint the number of total registered checkers complate ool Whisthar T crasr (s done
transports Transport[] List of transport records that are created with 10T approvals mapping | track which checker has approve the order
records Recordl] the list of the sender's  (farm) shipping information approvalCount uint track the number of approval checkers
wanaporiaton | CopRIEeY Lncten e ecor b e e s oo snder company | sting | inename of sendrtam)
e Tam— Called by the manager, the |ra|r§rpor| vec:’;ng |ys entering into the system with transport_product | string | ™enameof ‘h:u:'?!.:sm'l product
orderinfor Called by the manager to enter this shipping's order information into system product_amount ulnt e product ;;“n‘;‘;g:‘““'“ tobs
heokormagiaer | CHISE 1T e coparents hecker e o e b hack st roctvar_company | sng | e ame hreconers company
approvalTransport Called by the registered checkers 1o approve a transport transport_payment ulnt | the total payment for this transport
finalizeTransport Called by the manager and finalize this transport lexpect_delivery_date| string the date is expected to delivery
getSummay Only view the number of orders, records, manager address, and other complets bool whether this record is finished
Informailon, this funciion s uséd for user Interlace

Figure 8: The variables and functions for Transportation Smart Contract
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Processor Contract
L varibies | Function
‘address of the parsan wha Is managing and creating the Ganstructor funciion that record the manager's account address, his working
add
manager ress racerd processor procassor name, the procassor address and certification_id
processor_name string the procassar company of this manager is working al R Caed by tha manager, the produce racord is sntering into the systam with
10T technology
processor_address string tha addrsss of this process company ‘Called by the managar to anter the pracassor's order information info.
system, this function neads to be paid with some sther
certification_id string cartilicats of manufacturer Called when each depariment's checker needs to register to check whether
s corract and match the order and it
department_name string the department of the checker i respansioie with
Called by the registered chackers to approve a record
work_id string the id to identily the checkar
Called by the manager to make sure this record mach the order information
and finalizs this record
checkersCount uint the number of total registered checkers
finalizeOrder Galled by the manager and finalize order and send the money to the farm
st of addresses for avery worker wha is registered to be a
checkers mapping Al
purchaselnfo Callod by tha manager ta enter tha order informatian from the distribution
records Record]] List of produce records that are created with 10T
orders Order] the lstof orlors are craatd by the processor finalizePurchase Called by the manager to ansure this purchas is finished
B Only visw the numbar of orders, recards, manager addrass, and othar
purchases Purchase the list of the erder information from the distribution getSummay information, this funation s used for usor intertace
Record struct Purchase
temperature uint the temperature of oparation order_from string the name of farm [ptiteheme_conpany| airing | the company lo purchase this crder
delivered_date | string tha data to racaive the milk order product | string | the name ofthe product name | | purchase_product | string | the product name of purchase
|delivered_product| string the product they erder from the far uint the product amount of product purchass_amount | uint the total amount is ordared
delivered_amount |  uint the amount of milk to be successfully deliverad the date of producs have o ba
total_payment wint | the total payment for this ardar shipping_date | string prapepcknd
product_name tha final finished products’ name and barcodalGreat Value
i string chocolsta name) expect delivery_date | stfing | the dele s expecied o delivery | | purchase_payment | uint | 0 Soiiouton Peods o pay for s
; the farm, who wil get the tolal
expiredate | string the barcode of tha products’ package recipient arm, who wil gol compiste heth ths purchase is finished
product_amount | uint the purchase amount of product plete bool | Whather this ordar is fine
complete bool Whethr the order is dona
spprovals | mapping track which chacker has approva tha ordar
approvalCount | uint track the number of approval checkers

Figure 9: The variables and functions for Processor Smart Contract

Distribution Contract

address of the person who is managing and creating the (Consinuctor funciion that racord tha manager's account addrass, his working
addres: ion. J
manager s record e farm name, the farm address and some inspection certfication_id

distribution_name string the distribution center of this manager is working at Called by tha manager, the produce record is entaring into the systam with
createRecord
10T technalogy
distribution_address string the address of this distribution y ager to enter the , and this is neaded to
be paid with some sther
department_name string the department of the checker is respansible with ‘Called when sach dapartment's checker needs o register to chack whather
the record information is correct and match the order and approve it
work_id string the id 1o identity the chacksr
Called by the registared checkars to approve a record
checksrsCount uint the number of tota! registersd checkers
. - Gallad by the manager and finalize racard
checkers mapping Vot of forevery worker Horsd ks bo &
Gy Called by the manager, aiter checking the record matches the ordr, he will
records Record] Lt of produce records that are creatad with 107 finalize the order in case the misunderstanding or doutle ordar
createDistribute Called by the manager to enter the distribution information inta the system
orders Orderl] the list of the order the farm gat from the pracessars
Galled by the managar, after finishing distribution, the manager wil finalizad
distributes Distribute] the st of the shipging created this distribution
Summay the number of rders, records, manager address, and othar

information, this function is used for user interface

Order struct ' struot

temperature uint the temperature of operation produce_company | string the name of processor distributeproduct | giring | the product name and amount naeds to
roceive_date | string the date to m“"" Seao e order_product | string | the name of the product nams product_id_expire | string
product name | string the name of the product order amount | uint | the product amount of product distribute date | string | the date of praducts are distrbuted
et amount | urt P e payment | uint | o i paymontteris o | [sxpect tmvry_cat| _smg e o s snou s e
product id string the barcode of this product recipient address [ P" m}""::;!m truck_license string tha distiibule truck license
expire date | string the sxpire data of this product expect receive_date | siring | the data is expacted to dalivary rofai name and adress
complete boal Whether the racard is dons. complste bool | Whether this ordr is finished uint  {the paymentfor products and distibution
approvals | mapping | rack which chackar has approva the ordsr complete bool Whether the shisping is dons
approvalCount | uint track the number of approval checkers

Figure 10: The variables and functions for Distribution Smart Contract
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Retail Contract

address of the person who is managing and

add Constructor function that snters the manager and the
manager ress craating the record ] stora information
store_name. string the store of this manager is working at PPN Cled by the manager to create a new product order,
Lt and pay for the tofal_payment
store_address string the addrass of the store Called by the manager , the record process is finished
with IPT technology
department name string he dagatment ofthe chacker s
wi Called when each department's checker needs to
ragister o check the order and approve it
work_id string the id to ideniify the chacker
app Called by the registarsd chackar to approve a record
checkersCount uint the number of total registerad checkers
st of mcdrasses for svery worker wha 15 finalizeRecord Called by the manager and finaliza record
Ehackany mapping ragisterad to be a chacker
Called by the manager, i tha record malches ha
orders Order(] Lis of orders that the manager has created finalizeOrder  ordar, the manager will finalize it and send the manay
to racipient
R Orly view the number of orders, manager address,
records Record]] List of records that the 10T recorded getSummay o et TS
=
temperature uint the temperaturs of storage
distribute_name string the name of distribution
Product name siring the nama of product neads to be
orderad
order_product string |  the name of the praduct nama
product id siring tha barcode of the product
order_amount uint the product amount of product
receive_date siring the date ta receive the products
total_payment uint the total payment for this arder
product_amount uint the amount of order products
hs processor, who will gst the order
expire_date string the expirs_date of product recipient A, total payment
the date is expected to get the
complete bool Whather the order is done expect_receive_date string o g
approvals mapping ¥rank which "““2“;;:‘“ approve the complete bool Whethar this order is finished
approvalCount uint track the number of approval checkers

Figure 11: The variables and functions for Retail Smart Contract

Factory contract to deploy more contract instance

In a real practical logistics supply system, there will be more than one participant who needs to be added to the
supply chain to record their transaction data. There is more than one solution can achieve this function. We designed
my solution satisfied with two basic principles: to keep all source code security and immutability, to allow an eco-

society developing environment. As Figure 12 shown the example of factory contract for Farm participant, other
participants use the same solutions.

‘We need a function to deploy more than one Farm contract.
How to achieve this function

oo . |

Time

| create a ‘factory' contract. It has a function
to deploy a new instance of 'Farm'.

<3 GR)([E rohosimne

Farm

| Farm 1

Farm 3 |

Developer's Site

User

Give me the
addresses for all
deployed farms

Time passed....

‘ User clicks' New Farm'

transaction that invokes' Farm Factory'

User pays deployment costs. Factory
deploys a new copy of 'Farm'

‘ I tell * Farm Factory' to give me a list of all

Iinstruct web3/met k to show user a ‘
deployed farms ‘

il

| have a new farm need
to be added into the
logistic system

Factory@cBa6b6e89

Farm Source

Ganache app.
local blockchain

0x658ab89ec...
OxeaBb8ag3...
OxcaB100a...

20



Global Journal of Computer and Engineering Technology (GJCET) ISSN: 2767-1933, Vol. 1, No. 2, July 2021

Farm.sol
Compiled
Farm Farm
| Ssolidity Save to
"1 Compiler project
Fam P - directory
Factory Compiled
Farm Factory
FarmFactory Contract
deployedFarms address][] Addresses of all deployed Farms
createFarm Deploys a new instance of a Farm and stores the resulting addresses
getDeployedFarms Returns a list of all deployed Farms

Figure 12: The method to deploy more than one Farm Smart Contract

4.2 Create a Campaign

More transparent and clear revenue and expenditure details help donors better understand the dynamics of the
proposed concept and their investment income and can provide timely support or question the implementation
expenditure requirements. Each contributor needs to be responsible for their money to the crowdfunding. In Figure
13 shown the details variables and functions for crowdfunding Smart contract.

Campaign Contract

[ varabies_| Rogues sruct

manager address B “m;ez:;f’l‘,"::;;?a"‘g‘"g and description string Purpase of request
national_id string the store of this manager is working at value uint the value of transfer Ethar
minimumContribution string the address of the stare recipient address | The account will racaive the Ether
project_info string o dapartinent of “’:;:Ed‘g' s roaponsible complste bool Whether the raquast is done
approvers mapging Hstaf adaasi::n:eiﬁn‘;:‘m" wha has approvels mapping |15k Which I::;\rriel‘:;:]tg;has approve
approversCount uint the number of contributors approvalCount wint track '"en’;'r“"'r‘im:;““m“'
request Request]] List of records that the I0T recarded

Constructor function that sets the minimumCaontribution, provides the project distribution and the creator's national

Campaign ID information

Called when somaone wants to donate monay to tha campaign and become ab 'approver’, this function neads to be
sent some ether

createRequest Called by the manager to creata a new * spending request’
approveRequest Galled by each contributor to approve a spending request
finalizeRequest After a requast has gotten anough approvals, the manager can call this to get money sent to the vender

mman Mo gas neaded, Only view the minimumCantribution. manager address, the number of sanding request, the number
getSummay of contributars. the total received money, this project distribution.

Figure 13: The variables and functions for Campaign Smart Contract

4.3. User Interface for Decentralized Application

Figure 14 demonstrated that how Next.js framework handles smart contract code, contacts with Ethereum network
and shows the user interface to each participants and customers.
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Next.js Framework

My JavaScript code A Ethereum Network
v
\ 4
000 |
Next Server A I
Build up l
HTML D send to
ocdment Shorter time

The user who does not have a
cryptocurrency wallet(MetaMask) can
view data

Figure 14: The working principle of Next.js framework
5. CONCLUSION

This is a better efficient and traceability dairy logistics supply system using Blockchain technology to identify and
validate various stages of the food chain from farm to table or plates. This system can avoid the central authority
involved, disparate and consensus data storage allows the data is visible and impossible to be altered without
detection. Real-time and efficient track and trace capability make recalling action become more effective and
improve dairy food safety.

More trust and security will be built up among the whole transaction system and this is crucial in the global food
trade due to multi-ingredient food includes materials from a variety of food chains & countries. Crowdfunding
supported by the Smart contract makes it impossible to have the chance to be possible. Customers will have the
ability to lead the new direction of productivity in the future.

The successful execution of this research makes a positive impact on all the three sustainability parameters:
Environmental:

This proposal undertakes an approach to develop a better efficient and traceability dairy food supply system with
Blockchain to improve dairy food safety. Immediate recalling action when a foodborne happens and reduction of
consumer concerns can partly reduce food loss and waste globally. Reduction of the total food wasted in the world
will avoid the needlessly produce, the less greenhouse gas emissions will contribute the global warming and climate
change problems. The application of local blockchain is more environmentally friendly because of the less
squandering of resources including electricity, land, and other energies.

Social:

Without safe, adequate food, trust, and a healthy environment, a society cannot flourish. This research contributes to
preventing the public from suffering from hazardous to serious food safety problems through various means. Thus,
the improvement of food safety will make a positive impact on the health of the current population and future
generations. More trust and security will be built up among the whole supply system including customers. As a very
important part of consumption, customers can guide the direction of production and create their customized supply
system.

Economic:
The success of this proposal will support a sustainable economy by three means: a) it reduces the risk posed by food

safety problems on the public; b) it allows reduction of the total food wasted in the world will contribute to the less
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squandering of resources including water, land, energy, labor, and capital; c) it clarifies the consumption interest,
direction, and quantity of consumer groups, and avoids waste caused by mistakes or overproduction.
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